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FOREWORD

A concern of the Army in recent years has been to provide improved sup-~
port and training to intelligence analysts who must deal with the increasing
amounts of complex information being generated by modern intelligence collec-
tion systems. As a first step toward the development of appropriate analyst
support and/or training, the U.S. Army Intelligence and Security Command
(INSCOM) ard the U.S. Army Research Institute for the Behavioral and Sociai
Sciences (ARI) initiated a joint research prugram to evaluate and describe
the human analytic processes underlying intelligence analysis, synthesis,
and production. The result of that 4~year research program was a descriptive
cognitive model of intelligence analysis applicable to both single-~ and multi-
source intelligence production activities across all disciplines.

The research findings have since served as a basis for the development
of training materials for entry level tactical and strategic all-source in-
telligence analysts. One of those products is the Handbook for Strategic
Intelligence Analysis developed by the U.S. Army Intelligence and Threat
Analysis Center (ITAC) and ARI. It is currently being used at ITAC to help
new analysts become full contributing members of the ITAC team in as short a
time as possible. 1In addition to providing background about ITAC
as a work environment and intelligence producing organization, the handbook
also emphasizes the cognitive tasks of analysis and the Jevelopment of skills
that enhance one's ability to think logically and analytically.

Sz florirn—

EDGAR M. JOHNSON

Technical Director
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APPLICATION OF A COGNITIVE MODEL FOR ARMY TRAINING:
HANDBOOK FOR STRATEGIC INTELLIGENCE ANALYSIS

EXECUTIVE SUMMARY

Requirement:

To document che background research and rationale for the development of
a handbook for conducting strategic intelligence analysis.

Procedure:

An initial research program resulted in a general descriptive model of
the cognitive bases of intelligence analysis (Thompson, Hopf-Weichel, &
Geiselman, 1984). These research findings plus interviews with U.S. Army
Intelligence and Threat Analysis Center (ITAC) stracegic analysts and mana-
gers served as the basis for development of the handbook.

Findings:

The major conclusions regarding intelligence analysis that emerged from
the initial research study were:

O Analysis is a creative process.

0 Quality of cognitive activity depends on organizational constraints,
personal interactions, background, and training.

o The analyst's own memory is a critical resource.

O Decisionmaking pervades analysis.

o Analysis can be studied scientifically and objectively.

o There are common cognitive processes for all disciplines of analysis.
These findings were applied to the development of a handbook for strategic
intelligence analysis, a copy of which is included in the report. The hand-
book provides analysts with important information about their job environment,
a systematic approach for conducting analysis, as well as guidelines for
thinking logically and analytically.

Utilization of Findings:

The Handbook for Strategic Intelligence Analysis (ITAC Report ATC-PP-

2660-161-83) is specifically tailored to meet the needs of ITAC. It currently

is being used as part of that organization's training program for new analysts
and as a refresher guide for both new and experienced analysts.
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APPLICATION OF A COGNITIVE MODEL FOR ARMY TRAINING:
HANDBOOK FOR STRATEGIC INTELLIGENCE ANALYSIS

The purpose of this technical report is twofold. One purpose is to
present an end product of a multi-year research effort into the cognitive
skills involved in performing intelligence analysis. The product is a Hand-
book for Strategic Intelligence Analysis developed for the U.S. Arny Intel-
ligence and Threat Analysis Center (ITAC). The other purpose of this report
is to summarize the course of development of the handbook so that users and
training developers may better understand the Army needs that prompted the
handbook development and the research on which it is based.

With these purposes in mind, the report begins witn a discussion of the
background research into the thinking processes of intelligence analysis aad
of the resulting descriptive cognitive model of analysis. It then briefly
describes the training products that were developed based on the research
findings, including the Handbook for Strategic Intelligence Analysis. Fi-
nally. the handbook itself is provided in an apgendix. The handbook is being
used at ITAC as part of their training program for new strategic analysts and
as a general reference guide.

BACKGROUND RESEARCH

The handbook was based on the study results of a 4-year prcject conducted
jointly by the U.S. Army Research institute for the Behavioral and Social Sci-
ences (ARI) and the U.S. Army Intelligence and Security Command (INSCOM). This
project, Investigation of Methodologies and Techniques for Intelligence Analy-
sis (IMTIA), was initially designed to provide recommendations for automated
system support for all-source analysts (see Katter, Montgomery, & Thompson,
1979b) . Arter studying the actual processing activities performed by the
analysts during the course of intelligence production, it was discovered that
not only is relatively little kncwn about the thinking processes, but also
that there is little training focus on how to subjectively process informa-
tion. Thus, the focus of the study changed from a study of automated support
to a study of the thinking processes underlying intelligence analysis.

The outcome of the IMTIA study was a general model of the mental activi-
ties of analysts as they filter, interpret, and analyze information (see
Montgomery, Thowpson, & XKatter, 19279a and Thompson, Hopf-Weichel, & Geisel-
man, 1984 for initial and updated versions of the model; see alisc Montgomery,
Thompson, & Katter, 1980 for an imagery production model). The nodel provides
a basis for specifying which thinking/analytical skills should be trained but
are not part of existing training programs. It also helps to determine where
automated procedures or tools can support the thinking requirements of analy-
sis--the places that are error prone or difficult because of human processing
limitations.

The first step in developing the model was to formulate a general de-
scription of the tasks common to the analysis of the different disciplines
of intelligence (SIGINT, IMINT, all-source). This information was obtained

10
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through lengthy interviews with over 200 tactical and strategic intelligence
persornel performing either single-source or multi-source intelligence pro-
duction activities. Observation of analysts on the job and review of rele-
vant Army and DOD manuals, reports, and instructional materials were addi-
tional sources of information regarding how intelligence analysis is performed.
Published scientific research findings on human perception, attention, memory,
learning, decisionmaking, and problem solving were also reviewed. The scien-
tific literature and the information gathered on intelligence analysis were
integrated in the formulation of the general model of thinking activity dur-
ing analysis.

The resulting model describes the cogritive structures and processes in-
volved in analytic thinking and identifiss nine specific tasks conducted ex-
plicitly or implicitly by all intelligence analysts. These tasks are:

Recognizing goals and objectives;
Establishing baseline;

Recognizing uncertainties;

Gathering and interpreting information;
Formulating hypotheses;

Testing hypotheses;

Cataloging analytic procedure and results;
Evaluating results; and

Formulating the output.

O 0O 0OO0OO0OO0OO0OO0OOo

While the above listing represents one logical ordering of the tasks, it is
clear that the tasks may be performed in different sequences. Moreover, the
tasks are likely to vary in their frequency of use and in the amount of con-
scious effort required for their execution.

The IMTIA stady also identified two very basic processes that impact on
the execntion of all of these tasks. One is that analysts formulate their
own conceptual models or frameworks that are unique personal ways of thinking,
organizing, and interpreting. Analysts use these frameworks to help them
understand the enemy threat, organize information, notice gaps in informa-
tion, and make decisions. The others basic process is understanding the con-
ceptual framework of the user of the intelligence product. By understanding
the user's conceptual framework, i.e., knowing how this person thinks, views
a situation, etc., the analyst can tailcr the ingelligence product to meet
the user's needs.

Finally, six major conclusions regarding the conduct of intelligernce
analysis also emerged from the IMTIA study and are briefly summarized below:

o Analysis is a creative process. Intelligence doesn't exist as a
single piece of information or even in an overwhelming amount of informa-
tion. 1Intelligence is created by analysts as a result of actively inte-
grating, interpreting, analyzing, and synthesizing information. What is
created is a unique product of the analysts' mental processing. Intelli-
gence is not simply finding the "right piece of information" but rather
knowing what to do with the information. The analyst's conceptual framework,
understanding of the client's framework, and thinking processes all contrib-
ute to that creative process.

11
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o Quality of mental <ogn.tive activity depends on organizational con-
straints, personal interactions, background, and training. The ability of
an analyst to create intelligence will be helped or hindered by the restric-
tions, freedom, professioral atmosphere and colleague relationships afforded
by the mission, and working environment of the intelligence unit. The ana-
lyst's own training and background will affect the quality and range of men-
tal processing exerted by the analyst.

0 The analyst's own memory is a critical resource. Analysts must make
effective use of their own memory as well as exterral memory sources. Ana-
lysts can learn to improve their own memory capabilities by, for example,
more effectively organizing and structursing new material to be remembered.
Moreover, h.w welli analysts have organized what they know will determine how
well they will be able to use the massive amount of information available
from external sources-such as computerized data bases, references, and card
files.

O Decisioamaking pervades analysis. Every time an analyst records
sorts, or interprets a piece of information, a decision is made that will
influence later processing ard ultimately, perhaps, commander decisions.
Analysts are constantly predicting the fulure from partial and unreliable
information. De¢-isionmaking is an inescapable and fundamenta. aspect of
intelligence analysis that is often unrecognized.

o Analysis can be studied scientifically and opbjectively. The pro-
cesses, variables, constraints, and strengths of intelligence analysis can
be largely understood and documented by scientists. O(bjective study will
help the Army provide training, equipment, and automation that will improve
the quality of intelligence products and possibly reduce the time required.
Wnile scientists can never read people's minds or precisely predict how
people think, there is nonetheless a great deal of analytical processing
that is amenable to scientific study.

0 There are common cognitiv2 vrocesses for all disciplines of analy-
sis. The general model developed by ths IMTIA project applies to all single-
source as well as all-source disciplines. Many o. the thinking processes are
also fundamental to other fields of military analysis such as operations
planning and collection and resource allocation. This commcnality of pro-
cesses allows application of the cognitive approach to not only all MI areas,
but also other military fields.

PRODUCTS DEVELOPED FROM IMTIA FINDINGS

At the end of the 4-year study on the cognitive bases of analysis, the
Army requested that the findings be applied to the development of training
materials suitable for entry level all-source intelligence analysts. It was
believed that explicit training in the thinking processes of analysis would
help new analysts who had not yet benefited from years of experience actually
per forming analsis to be successful in their jobs within a rclatively short
amount of time. Two projects were thercfore initiaved, one aimed at tactical
and one at strategic all-source analysts. The tactical project was conducted
jointly by ARI, the U.S. Army Intelligence Center and School (USAICS!., and
the Office of the Assistant Chief of Staff for Intelligence (OACSI). This

ERIC 12
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project involved the development of a Field Circular, titled "An Introduction
to Tactical Intelligence Znalysis: Cognitive Preparation for the Battlefield,"
for teaching the fundamentals of all-source intelligence analysis. The circu-
lar will be published jointly by ARI and USAICS spring 1985. Copies can be
obtained from USAICS (Office Symbol ATSI-TD).

The other project, conducted by ARI, ITAC, and INSCOM, resulted in the
Handbook for Strategic Intelligence Analysis, a copy of which is included in

this report as an appendix. The handabook, tailored specifically for ITAC, was
designed to be used as part of their training program for new analysts and as
a reference guide for all of their analysts. Data from extensive interviews
condvcted with ITAC managers and I1AC analysts representing a broad range of
experience levels provided a specific context in which to present the findings
and concepts that grew out of the IMTIA research. Part of the handbook is
devoted to a description of the ITAC job environment and to general discus-
sions of intelligence production and management. Other portions deal ex-
plicitly with logical thirking and sound analytical procedures. The next
section presents a brief chapter-by-chapter overview.

HANDBOOK OVERVIEW

The first two chapters of the handbook describe th. ITAC organization,
including its mission, standards, information resources, intelligence prod-
ucts, and users. Substantial attention is given to this information, since
understanding the job environment has been found to be an important prerequi-
site for establishing the analyst's conceptual framework as well as success-
ful job performance and job satisfaction. Chapter three presents a broad
discussion of intelligence production management with emphasis on the coordi-
nated management of analysts, requirements, and production resources; again
this information is used to build the analyst's conceptual framework. The
next two chapters strongly emphasize the application of the general IMTIA
findings to specific ITAC training requirements. They discuss the nature
and goals of strategic intelligence analysis (chapter four) and suggest a
systematic approach and analytical procedures for conducting strategic analy-
sis (chapter five). The final chapter discusses intelligence analyst train-
ing needs and training opportunities.

Comments or questions concerning the handbook development or its con-
tents are welcome and should be directed to the authors of this report.

|
i
J
|
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FOREWORD

The U. S. Army Intelligence and Threat Analysis Center (ITAC) has numerous require-
ments from a multitude of sources to produce strategic intelligence. ITAC products have
considerable impact upon the plans and decisions that determine the way in which the U.S.
Army will be trained and prepared to fight wars of the future. Given the growing demands
upon ITAC's resources, it is vital that new ITAC analysts become full contributing members
of the ITAC team in the shortest time possible. It is our firm belief that this Handbook is
amajor step toward meeting this goal.

This Handbook is based on several years of research into both the processes of intelli-
gence analysis and the procedures to improve the quality of military intelligence products.
These extensive scientific investigations were jointly undertaken by the U.S. Army Research
Institute for the Behavioral and Social Sciences (ARI) and the U.S. Army Intelligence and
Security Command (INSCOM). ITAC has now joined with these two organizations to apply
the research findings to the specific demands, requirements, and environment at |TAC.
The result is the publication of this Handbook to help in the understanding of analytical
processing and the production of quality intelligence.

The Handbook for Strategic Inteiligence Analysis (HASTIA) is a valuable reference
manual that will play a central role in the orientation and training of new ITAC analysts.
Its descriptions of ITAC's history, mission, resources, values, goal, and products will provide
new analysts with valuable information and background about ITAC as a work environment
and active intelligence producing organization. Similarly, HASTIA's discussions of the basic
concepts and components of strategic analysis and the management of strategic intelligence
production introduce the reader to important substantive material that is necessary for
becoming an effective strategic analyst.

The most valuable contribution of HASTIA, however, is its emphasis upon the mental
tasks of analysis and the need to develop skills that enhance one’s ability to think logically
and analytically. The importance of employing structured approaches to intelligence
analysis is widely recognized as a way to avoid many of the pitfalls that result in faulty
analysis and can lead to costly intelligence failures. These discussions, together with a
description of over 40 distinct analytic methodologies, are valuable to the experienced and
inexperienced analyst alike.

comments on the content and utility of this Handbook should be addressed to
Commander, U.S. Army Intelligence Threat and Analysis Center, Attn: 1AX-PP,
Arlington Hall Station, Arlington, Virginia, 22212.

DR. £DGAR M. JOANSON COL DAVID T. HOTTEL
Technical Director for ARI and Commander, U.S. Army
Chief Psychologist, U.S. Army Intelligence and Threat

Analysis Center
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PREFACE

The Handbook for Stratagic Intelligence Analysis (HASTIA) is a basic reference
resource for new ITAC analysts. Its purpose is to provide the reader with informa-
tion, discussions, and techniques that are most relevant to the tasks of strategic
Intelligence analysts.

The Handbook was designed with the new analyst in mind. Its style and content are
introductory In nature and strive to complement existing training and orientation pro-
grams at ITAC. However, significant portions of the Hancdbook are also relevant to
experienced strategic analysts and intelligence production managers.

Specifically, the objective of the Handbook is to introduce the reader to:

1. ITAC as a strategic lntelligeﬁce center and unique component of the U.S. Army
and national intelligence communities.

2. The fundamental concepts of strategic intelligence.
3. Analysis as a mental process.
4. The need to develop analytic skills and apply structured approaches.

6. The methods and techniques most appropriate for conducting strategic intelli-
gence analysis.

The information in this publication presents the view of USAITAC and ARl. Comments
on the content and utility of this Handbook are welcome and should be addressed to
Cdr., USAITAC, Attn: IAX-PP, Arlington Hall Station, Ariington, Virginia 22212.

=l -




Table of Contents




TABLE OF CONTENTS

Paragraph Page
CHAPTER 1. INTRODUCTION 1-1
Welcome to ITAC 1.1 1-1
Purpose of This Handbook 1.2 1-2
CHAPTER 2. THIS IS iTAC 2-1
Introduction 2.1 2-1
Background 2.2 2-1
The History of ITAC 2.3 2-1
The ITAC Mission 2.4 2-3
Principal Consmers of ITAC Products 2.5 2-4
Intelligence Resources Used in ITAC Products 2.6 2-3
The Importance of Establishing a Personai Information Network 2.6.1 2-4
ITAC: |ts Standard, Values, and Goals 2.7 2-4
The ITAC Standard 2.7.1 2-4
{TAC Values 2.7.2 2-4
The ITAC Goal 2.7.3 2-5
The Evolving ITAC 2.8 2-5
Summary 2.9 2-5
CHAPTER 3. THE MANAGEMENT OF STRATEGIC INTELLIGENCE PRODUCTION 3-1
Introduction 3.1 3-1
Product Quality 3.2 3-1
How Analysts are Managed 3.3 3-1
Managing Information Resources 3.4 3-2
Experienced Anaiysts are Resources 3.4.1 3-2
Collection Systems are Resources 3.4.2 3-2
information Repositories are Resources 3.4.3 3-3
Managing Requirements 3.6 3-3
Production Resource Multipliers 3.6 3-4
Removing Redundant Requirements is & Multinlier 3.8.1 3-4
Preparation Is a Time Multiplier 3.68.2 3-5
Generalization is a Speed Muitiplier 3.6.3 3-5
Phasing Analysis from General to Specific is a Speed Muitiplier 3.6.4 3-8
Exploiting All Sources is a Multipller of Certainty 3.8.6 3-6
Information Source Multipliers 3.6.6 3-7
Capacity Multipliers 3.6.7 3-9
Summary 3.7 8-10
CHAPTER 4. INTRODUCTION TO STRATEGIC INTE! LIGENCE ANALYSIS 4-1
Introduction and Definition 4.1 4-1
The Goal of ITAC Strategic Analyses 4.1.1 4-1

Strategic and Tactical Intelligence:
A Useful Comparison 41.2 4-2




TABLE OF CONTENTS - Continued

The Nature of Stratzgic Analysis
Analysis as the First Step in Problem-Solving
Analysis can Create Information from Sparse Data
Analysis as a Mental Process
Strategic Analysis at ITAC
Assessments and Projections
Levels of Strategic Analysis
Theater-Stratagic Overations
Conducting Strategic Analysis
Know the Enemy -- Think Red
Know our Programs and Capabilities -- Think Blue
Know the Environment -- Think White
Develop a Methodical Approach to Intelligence Analysis
Summary

CHAPTER 5. A SYSTEMATIC APPROACE FOR STRATEGIC ANALYSIS
Introduction
A Methodology for Strategic Intelligence Analysis
The Steps of Strategic Intelligence Analysis
Step 1. Understanding the Intelligence Requirement
Step 2. Prepare an Initial Intelligence Survey
Step 3. Select an Analytic Method
Step 4. Execute the Analytic Method
Step 5. Prepare a Revised Intelligence Assessment
Step 6. Produce a Report of the Production Results
Summary

CHAPTER 6. TRAINING TO BECOME AN ITAC STRATEGIC ANALYST
Introduction
ITAC and tne Well Trained Analyst
Commitment
Capability
Retraining
Exploitation of Library Resources
Academic Training and the Strategic Analyst

BIBLIOGRAPHY

APPENDIX A. ITAC CONFIGURATION AND DIRECTORATE RESPONSIBILITIES
APPENDIX B. ITAC TASK ORGANIZATION

APPENDIX C. ITAC PRODUCTS AND CLIENTS

APPENDIX D. ITAC AND THE NATIONAL INTELLIGENCE COMMUNITY

-VI-

Paragraph

4.2
4.2.1
4.2.2
4.2.3

4.3
4.3.1
4.3.2
4.3.3

4.4
4.4.1
4.4.2
4.4.3
4.4.4

4.5

6.1

6.2

5.3
56.3.1
6.3.2
6.3.3
5.3.4
56.3.5
5.3.6
6.3.7

6.1
6.2
6.2.1
6.2.2
6.2.3
6.3
6.4

)

[
Q

[

?bbbb?bbbb
OONOOODPLOLO

5-10
§-12
5-14
§6-186

O)O)(?)O)(?)O‘O)O)
WO MNN = = b d

BIB-1




TABLE OF CONTENTS - Continued

Paragraph

APPENDIX E. BASIC TOOLS AND CONCEPTS

APPENDIX F. WORKSHEET TO ESTABLISH CONSTRAINTS AND RE SOURCES
APPENDIX G. GUIDE TO ANALYTIC METHOD SELECTION

APPENDIX H. IDENTIFYING THE INFCRMATIONAL VALUE OF DATA
APPENDIX |. COURSES AVAILABLE FOR STRATEGIC ANALYSIS TRAINING

INDEYX.




LIST OF ILLUSTRATIONS

FIGURES
Figure Page
2-1. (U) ITAC A!l Source Production 2-3
3-1. (V) Thinking WHITE/RED/BLUE as Applied Source Identlfication 3-8
4-1, {U) The Levels of Strategic Analysls 4-5
4-2, (U) Think Rad! 4-8
4-3, (U) Become an "Expart" on the Enemy 4-9
5-1. (U) The Steps of Strategic Intelligence Analysls 5-2
6-2. (U) How to Create a Fault Tree 5-13
TABLES
Table Page
4-1. (U) Definition of Strategic Intelligence 4-1
4-2, (U) Detfinltlon of Tactical Intelligence 4-2
&-1. (U) Consumer Proflle Checklist 6-3
56-2, (U) Structuring Questlons 5-5
6-3. (V) intelligence Survey Checklist 5-6
&6-4. (U) Unusual Plarces to Find irfermation 5-6
56-6. (U) External Information Sources at ITAC 5-6
6-6a. {U) Organizing Memory 5-7
6-6b. (U) Organizing Memory 5-8
6-7. (V) SQ3R: Mnemonic Strategy for Organlized Materlal 5-8
6-8. (U) Mnemonic Strategy For Unrelated Items 5-9
56-9, (U) Assets of the Technical Library 5-10
6-10. {U) Where to Look for Human Resources 5-10
56-11. (U) Techniques to Stimulate Creatlvity 5-11
6-12. {U) Ideal Product Checklist 5-14
8-1. (U) Information Data Bases at ITAC 6-2

6-2. (U) Sample of Perlodicals at the TIF 6-2




ACS]|
AFMIC
AIS
AMCA
AU
AUTODIN
ACC
cG
CIA
COINS
CONUS
CUA
DA
DARCOM
DcCi
DCSLOG
DCSPCR
DCSRDA
DCSOPS
DIA
DIAOLS
DIC
DO
DOD
EEFI
FCD

FISS
FORSCOM
FSI

FSTC

FTD

GFOB8B

GMU

GWU

HGF

HOIS

HUMINT

IDHS

1l

ILc

IMINT

I0SS

P8

IPD

KGB

LAMM

LRPE

MACOM

LIST OF TERMS

Assistant Chief of Staff Inteliigence

The Armad Forces Medical Intelligence Center
Army Intelligence Survey

Advanced Materiel Concepts Agency
American University

Automatic Digital Network

Concepts Analysis Agency

Commanding General

Central intelligence Agency

Community On-Line Intelligence System
Continental Unite~ States

Catholic Universi.y of America

Department of the Army

U.S. Army Materiel Development and Readiness Command
Director of Central Intelligence

Deputy Chief of Staff for Logistics

Deputy Chief of Staff for Personnel

Deputy Chief of Staff for Research, Development anc Acguisition
Deputy Chief of Staff for Operations and Plans
Defense Intelligence Agency

Defense Intelligence Agency On-Line System
Defense Intelligence College

Director of Operations (ITAC)

Department of Defense

Essential Elements of Friendly Information
Forces Capabllities Directorate (ITAC)
Foreign Intelligence Security Service

U.S. Army Forces Command

Forelgn Sarvice Institute

Forelgn Science and Techr.ology Center
Foreign Technology Division

Ground Forces Order of Battle Book

George Mason University

George Washington University

Handbook cf Ground Forces

Hostile Intelligence Security Service

{{uman Intelligence

Intelligence Data Handling System

Imagery Interpreter

Institute of Land Combat

Imagery Intelligence

Intelligence Organization Stationing Study
Intelligence Preparation of the Battlefield
Intelligence Production Directorate (ITAC)
Committee for State Security of the USSR

l and Armaments Manpower Model
'.ong~Range Planning Estimate

Major Army Command




MENS
MIA
NATO
NPIC
NSA

NSC
OACSI
0B
OCSA
OPSEC
PPBS
RDJTF
SBDP
SIGINT
SMD
S&T
STAR
SOLIS
TATC
TiF
TRADOC
TSD

UM
USAINSCOM
USAITAC
USAITAD
USAITAG
USAITFG

Mission Element Need Statement

Missile Intelligence Agency

North Atlantic Treaty Organization

National Photographic Interpretation Center

National Security Agency

National Security Council

Office, Assistant Chief of Staff, Intelligence

Order of Battle

Office, Chief of Staff, U.S. Army

Operations Security

Planning Programming and Budgeting System

Rapid Development Joint Task Force

Soviet Battlefield Development Plan

Signal Intelligence

Support Management Directorate (SMD)

Science and Technology

System Threat Assessment Report

SIGINT On-Line Intelligence System

Threat Analyst Training Course

Technical information Facility

United States Army Training and Doctrine Command
Technical Services Directorate

University of Maryland

United States Army Intelligence and Security Command
United States Army Intelligence and Threat Analysis Center
United States Army Intelligence Threat Analysis Detachment
United States Army Intelligence Threat Anaiysis Group
United States Army Intelligence Threats Forecast Group




1. INTRODUCTION

1.1 Welcome to ITAC

Welcome to the United States Army
Intelligence and Threat Analysis Center
(USAITAC). Your arrival here could not
have come at a more exciting time.
ITAC is evolving in ways that are
expected to make it the premier intel~
ligence analysis production center in
the United States Army.

If you are a civililan, you have been
recruited because Of your credentials
and capabiiities. If you are enlisted or
commissioned in the U.S. Army, you have
been assigned here because your ser-
vice record matched the high standards
and requirements that were listed In the
personnel raquisition. Whatever. your
status, you are here because of our
belief that you have the necessary
qualities, experience, and potential to
help make ITAC an elite, productive, and
highly respected intelligence organiza-
tion.

As a newcomer to ITAC, you have prob-
ably formed some expectations about
your new Job and work environment.
You should realize, however, that some
of these expectations may prove to be
an inaccurate or incomplete assessment
of ITAC's complex mission, functions,
and responsibilities within the U.S. Army
intelligence system. This may lead to
some confuslon and frustration as you
attempt to "“learn the ropes" in your
new Job. Shortly, however, you wili
become more familiar and comfortable
with the ITAC environment.

Because ITAC's work is vital to the suc-
cess of the Army and the securitv of
the United States, your period of
adjustment must be as rapid as possi-
ble. To speed up this process, you
must actlvely seek out and participate
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In the training and orientation programs
that are available at ITAC and other
organizations of the Iintelligence com-
munity. These include the "ITAC Today"
briefing, ITAC's Threat Analyst Training
Course (TATC), and the courses and
programs offered at the Defense Inteili-
gence College (DIC), the Central Intelii-
gence Agency's (CIA) office of Intelli-
gence Training, and the State
Department’s Foreign Service Institute
(FSl). Together these programs can
provide you with a foundation of back-
ground and training from which you can
begin the process of becoming a stra-
teglc analyst.

However, your education process does
not end here. It will be your responsi-
bility to seek out those colleagues, pro-
grams, and additional sources of infor-
matlon that will enable you to become a
tirst-rate strategic intelligence analyst.
You were selected for your particular
position at ITAC because of our belief in
your ability to meet this challenge.
While ITAC will provide you with as
much help as possible, the ultimate
responsibllity for your success rests
with you.

The following principles, if strictly
adhered to, wlll guide you throughout
your career and will enable you to
reaca your fullest potential as an effi-
clent and productive ITAC strategic
analyst:

8 You must deveiop a belief in the
ITAC organization, its mission and
function, and the Jobs assigned to
you and your peers.

You must develop a plan to succeed
by knowing what your goals are and
by having a schedule of objectives
to achieve these goals.

You must learn the tools and tech-
niques of strategic analysis.
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e You must make a concerted and con-
tinual effort to interact with
experts, supervisors, and peers. Do
not ovariook anyone.

e You must be persistent and never
give up.

e You must develop the desire to
achlieve the goals and objectives
you have set for yourself.

1.2 Purpose of This Handbook

The purpose of this handbook is to help
you become an effective and produc-
tive member of the ITAC team in the
shortest time possible. it is not
intended to replace on-the-job training
or serve as a substitute for ITAC or
community training programs. Rather, it
will complement these efforts by pro-
viding you with a reference source and
with some procedures on how to think
and perform as a strategic analyst.

This handbook contains four distinct
catagories of information that will help
you become more familiar and comfort-
able with your new job. These are: (1)
the mission and goals of ITAC, (2) the
management of inteliigence production,
(3) the nature of strategic intelligence
analysis, and (4) procedures for per-
forming strategic analysis. This hand-
book, therefore, can function in the fol-
lowing capacities:

25

e As a reference source of Information
about ITAC and the Intelligence com-
munity environment within which it
operatas. This should prove particu-
larly helpful during those first months
when everything may be very new
to you.

e As an introduction to strategic
analysis, providing you with defini-
tions, discussions, and descriptions
of basic strategic analysis concepts,
as well as information about courses
and programs relating to the sub-
stantive areas of strategic affairs
within the Intelligence community
and at universities in the Washing-
ton, D.C., area.

NOTE: During your first few months
at ITAC, you wiil be encouraged to
attend training programs and orien-
tation seminars. However, these
programs do not address what stra-
tegic analysis Is or how to approach
strategic analysis requirements.

e As a manual of strategic analytic
methods and techniques, providing
many useful tools and procedures for
accomplishing specific strategic
analysis tasks. Together with your
own personal techniques and capa-
bilities and those you will acquire
through training and experience, you
will find these aids very useful for
guiding you through new or particu-
larly complicated intelligence
requirements.




2., THIS IS ITAC

2.1 Introduction

As a newcomer, you undoubtedly have
questions relating to ITAC's history,
functions, and consumers. This chapter
Is designed to provide answers to
these kinds of questions.

2.2 Background

ITAC Is the all-source Intelligence
center for the Department of the Army
(DA). As the Army’s only national-level
strategic intelligence and threat pro-
duction center, ITAC is at the apex of a
pyramid of intelligence organizations in
the Army. Being at the apex, ITAC is
striving to become the premier, the
elite, the best in the business.

ITAC is under the command of the Com~
manding General (CG) U.S.Army Intelli-
gence and Security Command (USAIN-
SCOM), but under the tasking authority
of the Assistant Chief of Staff for Intel-
ligence (ACSI!). The relationship to the
ACSI| has had a particularly beneficial
Impact upon ITAC and its product line. A
good example of this influence is the
cooperation between ITAC and the ACSI
on the Soviet Battlefleld Development
Plan (SBDP). This ongoing project is
expected to have a significant Impact
upon the military establishment. ITAC’s
role in this study will continue to be
important. For this reason, the SBDP
will play a particularly influentiai role In
ITAC’s development.

ITAC serves many functions and com=-
mands. We serve as a clearing house
for the Army for general intelligence and
as a central point for Army access into
the national intelligence community (see
Appendix D). By virtue of its organiza-
tional position, ITAC has responsibility
for specific intelligence products to
support the Army Staff.
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2.3 The History of ITAC

ITAC was created in 1977 in response
tc recommendations to the Army Chief
of Staff by the Intelligence Organization
and Stationing Study (I0SS). Six geo-
graphically separate, independently
functioning intelligence  production
organizations were merged under cen-
tralized control to form ITAC. The pur-
pose of creating ITAC was to establish
a single, streamlined Intelligence
analysis center for the U.S. Army. By
consolidating separate Inteiligence
organizations into a single unit, total
all-source production could be both
Improved and expanded without signifi-
cantly increasing manpower and pro-
duction costs.

Although the history of ITAC as it exists
today goes back to 1977 and the 10SS,
its full roots can be traced to 1966 and
the establishment of the U.S. Army
Intelligence Threats Forecast Group
(USAITFG). At that time, the Army was
grappling with ways to Introduce more
rational and systematic methods into its
long range planning, training, and
materiel development efforts. ITFG was
established to provide the kinds of pro-
jectionn and forecasts that would
anable the Army to meet this need and
thereby enhance its ability to meet the
threats of the future. Placed under the
Jurisdiction .of the ACSI, ITFG’s mission
was "to provide Department of the Army
(DA) level support to the Army Study
Program." This was accomplished
through application of operations
research techniques In the preparation
of threat data and models for use by
Army Units engaged In actual threat
analysis. In addition, ITFG provided
considerable support to Army wargaming
through the development of an interdis-
ciplinary "Red Planning Team."

In 1987, ITFG became the U.S. Army
Intelligence Threat Analysis Group (US|~
TAG) and Its mission was expanded to
provide threat data in support of Army
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development programs, supervise Army
threat analysis operations, and develop
threat modeling methodology throughout
the Army. To meet these responsibili-
tles, ITAG grew from eight to 32 military
and civilian personnel.

In 1969, ITFG was reorganized and its
name was changed to the U.S. Army
Intelligence and Threat Analysis
Detachment (USAITAD). Although its
central mission and functions remalned
the same, ITAD grew to 50 profession-
als by the end of 1971. Most signifi-
cant was the impact that ITAD had upon
Army planning, training and development
processes. Together with the comple-
mentary and coordinated efforts of the
Institute of Land Combat (ILC) and the
Advanced Materiel Concepts Agency

(AMCA), the rationai and systematic
foundation that had been sought In
1866 with the formation of ITFG was
now firmly established.

From 1870 until the establishment of
ITAC in 1977, ITAC gradually developed
and took on additional responsibilities.
Since 1977, ITAC has grown to approxi-
mately 500 members and has to its
credit many recognized studies on a
variety of threats to the U.S. Army. In
particular, ITAC’s revision of previously
held North Korean Army strengths has
been credited with influencing a
presidentlal turnabout in 1979 on U.S.
troop withdrawals from the Korean Pen-
insula. Special emphasis, naturally, is
on the Soviet threat in all its manifesta-
tions, from specific weapons systems to
combined operations.
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Figure 2-1. ITAC All Source Production

2.4 The ITAC Mission

ITAC is responsible for the production of
high-quality analysis that fully meets
the needs of the consumers of its intel-
ligence products. This involves produc-
ing intelligence that reduces areas of
uncertainty. By reducing uncertainty,
consumers of ITAC products are able to
develop plans, policies, and capabilities
that will enhance their ability to control
future potential conflict situations.
Based upon the consumer requests and
the adequacy of its data bases, ITAC
may utilize its own internal resources or
task the intelligence collection commun-
ity to provide information needed to fill
information gaps. No source of informa-
tion or collection method is overlooked
in the effort to satisfy consumer needs
(see Figure 2-1). Officially, the ITAC
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mission as established in 1982 is as
follows:

"To support Department of the
Army planning and decision-making,
in war and peace, with production
of intelligence from all sources of
information, in accordance with
requirements validated by the
Assistant Chief of Staff for Intelli-
gence (ACSI)."

This mission places ITAC at the center
of the U.S. Army’s most important intelli-
gence and strategic analysis functions.
It also means that ITAC has consider-
able impact upon the Army’s role in the
overall national intelligence community,
and hence a role in the national secu-
rity of the United States.
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2.6 Principal Consumers of ITAC
Products

ITAC must establish priorities in
addressing the intelligence needs of
the Army. Intelligence requirements of
U.S. Army senlor decision-makers and
planners (Army Staff) are priority one.
At the major command (MACOM) levei,
Intelligence requirements of Training
and Doctrine (TRADOC) come first.
However, all requirements that are
accepted at ITAC, no matter where they
originate or what the priority, receive
the same careful, professional
treatment and must meet the same
high-quality standards. Recipients of
ITAC products fall within the following
categorles:

o Senior decision-makers and planners
at DA and national level.

® Operational forces, both tactical and
special purpose.

e fForce, combat, and matetiel
developers including the training
community.

o Sclentific and technical intelligence
communities.

2.8 Intelligence Resources Used in
ITAC Products

In producing strategic analyses, ITAC
analysts draw upon every relevant
source of information at their disposal.
This includes open sources such as
periodicals, public Iinformation, and
unclassified reports, as well as informa-
tion derived from Imagery, signal, and
human Intelligence collection programs.
ITAC analysts also use finished intelli-
gence produced by agencies such as
the Central Intelligence Agency (ClA),
the Defense Intelligence Agency (DIA),
the Foreign Science and Technology
Center (FSTC), the Foreign Technology
Division (FTD), the Missile Intelligence
Agency (MIA), and the Armed Forces
Medical Intelligence Center (AFMIC).

2.6.1 THE IMPORTANCE OF
ESTABLISHING A PERSONAL
INFORMATION NETWORK

Other ITAC analysts and Your
counterparts at other agencies are
another primary source of valuable
information. Strategic analysis requires
a considerable amount of team work.
Information that is relevant to a
particular requirement may be widely
dispersed. Networks of analysts who
share common interests and
responsibilities can be found throughout
the intelligence community.

These personal information networks
serve as mechanisms for sharing
information, resources, and ideas.
Establishing a network of contacts (or
getting into an existing one) will be of
paramount importance to your success
as an ITAC strategic analyst.

2.7 ITAC: its Standard, Values, and
Goal -

2.7.1 THE ITAC STANDARD

The essence of an organization is the
standard that it sets for Itself. /TAC
has dedicated itself to the standard of
quality in its product and in the means
that are employed in producing it.

2.7.2 THE ITAC VALUES

The values upon which ITAC is founded
were chosen after considerable deli-
beration at the ITAC Organizational
Conference in 1982. They are:

e PURPOSEFULNESS: Each member of
ITAC shall be instilled with a sense
of direction toward estabiished
objectives.

e SUCCESS: ITAC shall be the premier
Army Intelligence production agency.
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e FULFILLMENT: i{TAC wil help each
person to reallze his/her potential.

e EXCITEMENT: |ITAC will create a
stimulating environment to challenge
Individuals and encourage innovation.

e INTEGRATION: Unity In ITAC will be
promoted so that all activities con-
tribute to success.

2.7.3 THE ITAC GOAL
At ITAC, one goal is paramount:

First In |ntelllgence

Being “First in Intelligence” means
creating an elite organization and a
high-performance production environ-
ment. it means exhibiting a rhythm of
operation felt by all ITAC members and
evident to outside observers. It means
generating curiosity on the part of the
Intelligence community and developing
protagonists who play important roles in
ITAC’s relations with higher and com-
panion intelligence organizations.

2.8 The Evolving ITAC

You have come to ITAC at a critical
period. In 1982, we developed a new
organizational configuration (see Appen-
dix A) and selected a new misslon, new
values, and a new goal. Together,
these provide a foundation upon which
ITAC of the 1980s and 1990s is being
constructed.

In addition to developing a more effi-
cilent and responsive organizational
structure, ITAC has undertaken efforts
to enhance its line of intelligence pro-
ducts. The product enhancement effort
has been spurred and encouraged by
senlor Army planners and declsion-
makers, who appreciate the value of
early identification and analysis of the
threats facing the Army of the future.

ITAC will support the Army goal of stra-
tegic deployment by analyzing potential
conflicts ranging from low-intensity
threats to general nuclear war. The
objective of many of ITAC’s products is
to determine:

e The significance of projected
changes in enemy forces as they
will affect the U.S. Army.

e The conditions within which enemy
forces will operate.

e The range of possible tactlcs and
strategies that an enemy might
employ.

e The circumstances that might lead to
armed conflict and Intervention of
the U.S. Army.

2,8 Summary

In addition to improving the quality of all
our products, we at ITAC have linked
the achlevement of our goal - "First in
Intelligence” - with the fulfillment of our
mission to support the DA staff. We
have dedicated ourselves to creating
and maintalning a high-performance
environment that is rewarding for all
who work here. Meeting these chal-
lenges depends upon the dedication of
the strategic aneiysts.

As a member of the ITAC team, a large
measure of responsibility rests with
you. To contribute, you must:

e Understand ITAC's role in the Army
intelligence production system.

e Develop a thorough comprehension
of strateglic analysis concepts and
practices.

e lIdentify your own professional
weaknesses and seek out appropri-
ate tralning to overcome them.

2-6
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3. THE MANAGEMENT OF STRATEGIC
INTELLIGENCE PRODUCTION

3.1 Introduction

This chapter introduces you to Issues
Involved In managing the analysis and
support activities of an intelligence pro-
duction organlzation such as ITAC. You
will ba affected by the decisions made
by IVAC management during your
assignment here, and you may eventu-
ally take on some of the responsibilities
of ITAC management.

An Intelligence producing organization is
not llke a commercial enterprise in that
It cannot turn customers away because
It is already busy. It does not turn pro-
duction off after a product has been
delivered because new information may
require that the product be revised.

ITAC, as any other intelligence organi-
zatlon, often has more demands for
Intelligence than it has resources and
time to produce. It is the intelligence
production manager who shifts priorities
and schedules the work, tasks the
aneiyst, and allocates information
resiources to provide an information pro-
duct. ITAC’s management has the goal
of:

maximizing the effectiveness of
resources allocated toward meeting the
needs of intelligence product users.

As an analyst, you are one of ITAC's
resources. Decisions made by ITAC
managers will place you under con-
straints of time pressure, resource limi-
tatlons, and procedural guidelines. In
return, you must be able to provide
Information to managers that will inform
them of the impact of these constraints
on product quaiity.
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3.2 Product Quality

As an analyst, you will be an important
factor in controlling product quality. In
performing this function, you will be
responsible for making important deci-
sicas regarding how your time Is used,
what information sources you use, and

whether the Iinformation for your
analysis is adequate.
The Intelligence manager directly

affects product quality through deci-
sions made that impact upon the time
and resources avellable for production.
You can have an effect on such deci-
sions by making the manager aware of
the limitations and uncertainties of
Information sources and the effects of
time limitations on your ability to do the
required analysis.

3.3 How Analysts are Managed

Analysts are the critical resource of
Intelligence production. Your value as
an analytic resource Is measured in
terms of your background, current
expertise, and time availabie for work-
Ing against production requirements.
Your level of background and expertise
in working similar problems is a direct
factor in how long it will take you to
produce a particular product. The
manager is well aware of the relation
between background and analytic per-
formance. Analysis speed is increased
as you are able to draw on information
and procedures that have been memor-
l1zed. Increased experience aiso
broadens your knowledge of sources
that are likely to have relevant informa-
tion.

The manager keeps track of each
analyst’s academic background and
experience and also keeps track of the
products that analysts produce.
Knowledge of country (ianguage,
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culture, geography, history, international
studies, etr.) Is a major part of the
background knowledge that is signifi-
cant for gauging the analyst’s value as
a resource.

The intelligence production manager has
control over the analyst resources in
several ways:

e Selection. Analysts selected for
assignment to ITAC are picked pri-
marily on the basis of their academic
background and experience. ITAC
looks for individuals with qualifica-~
tions that are known to be important
for the strategic analyst.

e Assignment. By assigning you to a
specific division in ITAC, the man-
ager may attempt to exploit your
previous background in similar ITAC
activities. Conversely, the manager
may attempt to broaden your back-
ground by assigning you to an area
new to you.

e Preparation. The ITAC Division man-
ager may attempt to enhance your
background by giving you opportuni-
ties to attend seminars, attend
classes, and participate in  work
sessions or otherwise build up an
area of exrertise. The Iintent of
these activities is to give you expo-
sure to new information sources and
to prepare you for meeting future
ITAC production requirements.

3.4 Managing Information Resources

To the intelligence production manager,
information sources are anything that
can provide useful information to be
exploited for an intelligence product.
The most dependable information
sources are 1) experienced analysts,
2) collection systems, and 3) reposi-
tories of data (libraries, personal files,

_analyst must
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and automated databases).

3.4.1 EXPERIENCED ANALYSTS ARE
RESOURCES

The most valuable information source of
all is the experienced analyst -~ the
one that knows where to iook, knows
where it was found hefore, knows what
doesn’t work, and may know how to ask
the question better. You may not
always get the answer, and what you
get may be wrong, but this is the quick-
est way to irformation that may already
be availabls. When the experienced
analyst points out new information
sources to you, your own background
knowledge will be enhanced. Informa-
tion sources you have found on your
own may eventually be of use to some-
one else.

The intelligence manager can facliitate
access to other analysts by sponsoring
joint working groups, co-locating of-
ficaes, and promoting informal exchanges
and a cooperative work environment.
Access is sometimes controlled or
discouraged to prevent interference in
critical work activities. As you become
more famiiiar with the activities of ITAC,
you will know when informal interaction
with other analysts is appropriate.
Don't be afraid to ask -- and don’t feel
badly if you are rebuffed by someone
who is busy.

3.4.2 COLLECTION SYSTEMS ARE
RESOURCES

When information needs cannot be
satisfied with avaiiable information, the
look to the collection
assets of ITAC and the Iinteliigence
community as potentiel sources. Sys-
tems that collect strategiceliy signifi-
cant information are costly, and gen-
erally are shared by the intelligence
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community. Access to collection sys-
tems is controlled through the ITAC Col-
lection Requirements Divislon. The col-
lection manager in this dlvision ensures
that overlapping Information require-
ments can be served efficiently. The
collection manager can also establish
prioritles for various requirements that
are competing to use these resources.
ITAC requirements may In turn have to
compete with the requirements of other
Inteliigence orgarizations.

It is extremely important for you to
understand the tasking procedures for
the various collection systems available
through ITAC, and to use them. You
must aiso know the cycle times for
tasking these systems, including delays
for collection coordination, mission task-
Ing, misslon execution, Initial Interpreta-
tions, and communications. The time
line of the collection cycle must ba fac-
tored into your estimates of how long it
will take to produce a specific produc.
You have a responsibility to provide
clearly defined collection requirement
statements that will cue these systems
to collect appropriate Information in the
most effective and efficient manner
possible. To do collection system task-
Ing well, you must know how these sys-
tems work and what their limitations
are. Again, the most important sources
of knowledge on this subject are likely
to be experienced analysts who have
used these systems In the past.

3.4.3 INFORMATION REPOSITORIES ARE
RESOURCES

Access to the personal and Institutional
repositories of Information at ITAC is
controlled in many different ways.
Access to sensitive Information may be
controlled by compartmentation. An
analyst must establish a need-to-know
to galn access to these sources of

information.

Much of the ITAC institutional
knowledge can be found In the ITAC
library In the form of previous products
and studies. Dlvislons of ITAC and pro-
Ject groups frequently have their own
working files and databases. Personal
flles and references of Individuals are
also an Invaluable asset that is avall-
able through personal contact with
other analysts. The advent of the Army
Threat Inteliigence Production System
(ATIPS) will greatly increase the
access, speed, and availabliity of ITAC
databases. In addition, ATIPS will facill-
tate the sharing of Information through
communication networks such as the
Automatic Digital Network (AUTODIN)
and the Intelligence Data Handling Sys-
tem (IDHS) and by accessing databases
such as ths Land Armaments Manpower
Model (LAMM), SIGINT On-Line Informa-
tor: System (SOLIS), NPIC Data System
(NDS), and the Defense Intelligence
Agency On-line System/Community
Intelligence Network System (DIAOLS/
COINS).

3.5 Menaging Requirements

One of the complexities of intelligence
production management is In dealing
with requirements from many consumers
at the same time. Having multiple
requirements means there Is competi-
tilon for resources, multiple tasking of
analysts, and overlapging Information
requirements.

The ITAC Requirements Division at-
tempts to sort out the Individual needs
and priorities of each consumer so that
speclific tasking Information can be
given to the analytic team that will pro-
duce the product. The Intelligence
requirements manager must effectively
"walk" through the analytical procedure




to determine the time and resources
that will be required to respond to tha
requirement.

As the person who will do the analysis,
you may be consulted during the defini-
tion and refinement of the requirement.
Before the intelligence manager can
establish tasking priorities, the following
things must be known about the
requirement:

e How and when the product Is to be
used.

e How much time is available for
analysis.

e What information resources will be
required.

e How the product is to be dissem-
inated.

The answers to these questions are
used to negotlate a suspense time for
the product, determine the level of
detail and accuracy for information, and
choose an analyst to perform the
analysis. These issues must be agreed
upon between the consumer and the
Intelligence manager. Sometimes the
requirement must be reflned or the ITAC
resources supplemented with additional
resources. The Intelllgence manager
may need to request special personnel
from other organizations, or speclal
priority for the use of collection sys-
tems.

Evaluating the required information
resources is a matter of determining if
there is an information overlap between
current or previous Intelligence pro-
ducts, selecting an analyst (or
analysts) capable of using that informa-
tion, and determining if the collection
plans and priorities are adequate to
meet any additional information require-
ments.
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In most cases, the intelligence manager
will make these evaluations based on
experience with similar requirements
and products. The manager frequentiy
requires an interactive dialogue with
both the consumer and the analysts
who wiil do the analysis. This dialogue
is needed to adequately refine the
requirement to fit the needs of the con-
sumer into the available time and ITAC
resources.

3.6 Production Resource Multipliers

The manager’'s most difficult probiem
occurs when the resources required to
satisfy demand for information exceeds
the resources that are avaiiable. A set
of simple heuristics (or rules of thumb)
are used by managers to effectively
multiply their resources and imzrove
productivity.

3.6.1 REMOVING REDUNDANT
REQUIREMENTS IS A MULTIPLIER

A most Important heuristic applied by
the manager is to minimize redundant
analytical efforts. This situation could
easily occur If the inteilligence manager
did not identify overlapping information
needs in requirements, and tasked
different analysts to provide the same
information. By identifying overlapping
requirements, the intelligence manager
can "kill two birds with one stone" by
using one analytic task or one collection

mission to satisfy two or more
requirements.
Exploiting the historical intelligence

base is a multiplier as well. Previously
collected information can apply to many
new products and requirements, es-
pecially those that depend on an
analysis of trends and problem areas.
ITAC managers are responsible for

o




seelng that records are maintained on
coliection coverage and products for
potential use in future requirements.

Managers, who decide on job assign-
ments for analysts, will attempt to task
the same analyst with a similar
requirement in order to exploit that
analyst’s memory of prior product
information.

The most common tuol for focusing on
common Information needs is the
creation of shared databases. Order of
battle (OB) is one of the most familiar
shared database used in both strategic
and tactical intelligence. Other forms of
data stores that represent shared
information sources are maps, finished
intelligence products, doctrine studies
(such as found in the SBDP), and target
files.

Aithough overlapping requirements can
be grouped together to share common
information sources, THE ANALYST
MUST TREAT EACH REQUIREMENT
SEPARATELY IN FORMULATING THE
PRODUCT FOR THE USERS. Even if the
requirements are completely over-
lapping In their information needs, in
formulating the final product you must
still consider how each product user is
going to use that information. If the
talloring Is not done on an individual
end-user basis, the value of saving
resources through combined =znalysis
may be wasted on an inferior product.
Chapter & provides guidelines for
talloring the final intelligence pioduct.

3.6.2 PREPARATION IS ATIME
MULTIPLIER

Once past, time is lost -- except when
you have spent that time in preparing
for future information needs of
intelligence consumers. In the tactical
environment, intelligence preparation of
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the battlefield (IPB) is taught as a
means of preparing information on
terrain, weather, and enemy capabilities
for use in time-critical decision making.
iPB prepares the mind of the analyst for
more rapid analytical processing as weil
as pre-processing much of the static
information base required for analysis.

The strategic equivalent of IPB is the
systematic development of knowledge
about the strategic war plans of foreign
forces and knowledge about the
battiefields and environments in which
conflicts might occur. The SBDP and
Long Range Planning Estimate (LRPE)
are examples of strategic IPB products
(ses Appendix C).

ITAC puts substantial efforts Into
creating and maintaining the knowledge
bases used as sources for other
products.  Anticipation of required
information is a responsibility of the
intelligence manager because time and
resources must be allocated for such
preparations. The anticlpation of re-
quirements allows for systematic devel-
opment of common information
baselines, and rehearsal of analytic
procedures. Preparation has the impact
of multiplying the effectiveness of the
analysts during situations that are time
critical and/or that have limited collec-
tion assets.

3.6.3 GENERALIZATION IS A SPEED
MULTIPLIER

Another technique used by the intelli-
gence production manager to produce
products in less tiine, is to designate a
less-precise level of description for
conveying information in the product.
The time required to do analysis Is in
direct proportion to the level of detail
and accuracy required in the product.
If an intelligence requirement can be
satisfied with more general descriptions




or with less accuracy, a corresponding
reduction can be achieved In the time
needed to produce that product. Espe-
cially in those cases where the required
level of detail Is not known, it is impor-
tant for the intelligence manager (or the
analyst) to find out how the information
is to be used and how accuracy will
affect that use.

An example of hnw generalization can
reduce analysis time can be seen in a
combat modeling application. One com-
bat model might require a very detailec
description of the operation of a partic-
ular kind of unit or weapon system In
order to represent time-critical perfor-
mance features. On the other hand,
another model might require only
stereotyped representations of overall
force structure. The analyst wouid not
be required to spend the sume amount
of time on analyzing force structure as
would be required by someone looking
at the details of a logistics application.

3.6.4 PHASING ANALYSIS FROM
GENERAL TO SPECIFIC IS A
SPEED MULTIPLIER

You can produce general, less-accurate
information quicker than accurate de-
tailed Information. If information
requirements overlap but differ in detall
and accur~cy requirements, the general
information should be addressed first
because that Information can be
produced more quickly. If you try to
merge both requirements into a single
requirement, you may compromise
accuracy on one hand or delivery speed
on the other.

A classic solution for overlapping
requirements is to have analysts make
muitiple passes over the same infor-

mation, extracting greater leveis of
detail with each successive pass. In
this way, the product Information
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requiring less detall can be satisfied
immedlately and with a minimum of
resource expsenditure.

3.6.5 EXPLOITING ALL SOURCES IS A
MULTIPLIER OF CERTAINTY

Dealing with uncertainty is the in-
telligence analyst’s stock-in-trade.
Uncertainty Is reduced by information
that confirms llkely hypotheses and
increased by information that dis-
confirms them. For the strategic
analyst in particular, the “ground truth"
is seldom, It ever, known. The
intelligence organization deals with the
issue of uncertainty by creating an all-
source environment to bring as diverse
as possible a set of relevant
information to bear on the Issue.

Most people recognize intuitively that
problems are more likely to yleld a
correct solutlon when there is a wider
range of information about the problem.
In intelligence production, information is
actively pursued from any Ppossible
source that might fill information gapns,
however vague or error prone that
source might be. It is the diversity of
Informatlon sources used by the
strategic analyst that is an effective
basis for producing superior intelligence
products.

The term ‘“all source environment"
generally is used in the intelligence
community to mean that the analyst can
access Information from the most
sensitive national collection systems as
well as from collateral and unclassified
sources. ITAC management also ar-
ranges for access to other intelligence
producing organizations as well as
academic and other non-intelligence
organizations. Formal access
arrangements of ITAC are supplemented
by the individual contacts that analysts
have throughout the Inteiligence,




academic, and professional community.

The rule "Think White, Think Red, Think
Blue" as depicted in Figure 3-1 can
help you structure your canvassing of
potential information sources that might
answer your own needs. The
importance of “white", "red", and
“blue” thinking Is addressed more fully
in Chapter 4.

3.6.6 INFORMATION SOURCE
MULTIPLIERS

Information that someone else collects
for another purpose may be a valuable
information source for you to exploit
also. The Interpretation of that infor-
mation may in itself become a source if
Its original source is known and if its
credibility for your own use has been
evaluated.

ITAC products should have audit trails
that trace the informatior sources and
the analysts who performed the
analysis. The intelligence production
manager generally establishes the
procedures and guidelines by which
sources are referenced In shared
databases and in products disseminated
within the intelligence community. Ref-
erences to information sources should
provide the following types of
information:

e Collection mode (SIGINT, HUMINT,
IMINT, Open Source).

o Collection mission identifier or
source designation.

o Requirement reference for mission
tasking.

e Intended use of information as
viewed by the source.

® Mission parameters or standard
reference.

This level of source reference makes it
possible for you or other analysts to
get back to the original source data to
check or modify interpretations. You
must always be wary of using other
analyst’s interpretations of information
unless yoau know the source, the
analyst, and the conditions under which
the analysis was performed. If the
interpretation of another analyst is to
be used without going back to the
original source information, the following
Information must be added:

o Source credibility (belief that source
Is capable of providing sufficient
information for this interpretation).

® Source reliabllity (historical quality
of source).

e Source precision (precision level of
source for this interpretation).

® Name of analyst who did the
interpretation.

e Purpose for which the interpretation
was made.

Evaluation of the source is a much more
difficuit task than simply providing a
reference to the source. An
interpretation for one application may
not require the same level of credibility
or precision as for another application.
For example. the Interpretation of
imagery to determine the number of
weapon systems In a unit does not
require the same level or precision as
to determine the specific model or
features of a weapon system.

Guidelines for evaluating sources are
generally informal, and rating scales,
where used, tend to be imprecise.
imagery is rated on a formal basis using
the NIIRS scale, but this applies only to
how the Imagery was used for a
specific target Interpretation and not to
the overall value of the imagery as a
source for other uses.
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THINK WHITE

Who is interested in this geographic area?

Who is interested in the topographic features of this area?

Does that source collect information which relates to indicators
of change in military, economic, social, political, cultural, industrial,
technological, weather, terrain, or international climate.
e Does the source tie into a line of communication going into this area?

e Does the source deal with a similar type of environment?

THINK RED

What are the activities that go into Red war planning?

What ara the indicators of those activities?

e What are ine signatures of those indicators?
® What are sensors that are capable of detecting those signatures?
e What collection systems use those sensors?

e What are the past, present, and future collection plans for those
coliaction systems?

THINK BLUE

e What other intelligence organizations would need this same information?

e What kind of friendly force units would use this information in their own
operations?

e What kind of government organizations have this information?
e What kind of academic organizations have this information?
e What kind of commercial/industrial organizations have this information?

e® What kind of foreign organizations would have this information?

Flgure 3-1: Thinking WHITE/RED/BLUE as Applied Source Identification
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In summary, sharing information sources
can multiply the analyst’s access to
information. The intelligence manager
trles to make this information source
sharing as effective as possible by
ensuring that source references are
disseminated. As either an analyst or
manager you must recognize the
importance of recording Information
sources used in analysis. If
interpretations of informatlon are to be
used by other analysts, it is important
that the full context of the inter-
pretation be clearly stated in the
product.

3.6.7 CAPACITY MULTIPLIERS

Problems occur when the time needed
by the analyst is greater than the time
available. When this hapgens, analysts
may be formed into analytical teams to
decrease the production time by paral-
leling analysis tasks. The way in which
analysts are organized as a team is a
reflection of underlying principles of
information-sharing and exploitation of
the personal knowledge of analysts as
a resource. The capacity gains are in
terms of the added baclground know-
ledge of a muiti-disciplinary analytical
team, parallel capacity for exploiting
more Information sources, and ability to
look at the problem from multiple per-
spectives.

The organizational principles applied by
the ITAC manager or team leader
include rules for specialization, rules for
partitioning workload, rules for team
communication, and rules for maintaining
team integrity. The team leader main-
tains the integrity of the analytical
team by defining individual responsi-
bilities and by providing mechanisms for
team communications. The rules for
dividing responsibility include:

3-9

43

e Give responsibility by geographic
area (White boundaries).

¢ Give responsibility by collection
source mode (SIGINT, HUMINT,
IMINT).

e Give responsibility by different lev-
els of Red Thinking.

® Glve responsibility for end-user
dialogue and product tailoring (Blue
perspective).

In order to maintein analytical integrity
under these rules of dividing responsi-
bility, the team leader must ensure that
ail analysts In the team share an under-
standing of the general mission parame-
ters. The analyst team is, in effect,
creating a group hypothesis of a threat
situation (threat model). Within their
own areas of responsibility, team
members contribute to the shared
threat model in terms of:

e Providing background knowledge.
e Identifying missing information.

e Filling-in information gaps from infor-
mation sources.

e Testing the threat model with new
information.

e Testing the threat model against
doctrinal concepts.

® Evaluating the significance of
changes in the threat model.

e Selecting information for product
reporting and tailoring it for the pro-
duct.

e Cataloging information sources and
maintaining an audit trail of the
methods and reasoning used in the
analysis.

Although this is a very simplified
description of the operation of an ITAC
analytic team, you will witness these
principles In action in the individual




assignments and responsibilities of
analysts and in the communications
between analysts and team leaders.

Your own position as a member of an
analytical team will be determined by
how well you can serve as an informa-
tion source and by your specific area of
responsibility as designated by the
team leader.

3.7 Summary

The ITAC intelligence manager is faced
with the problem of scarce time and
resources to meet the Information
needs of the ITAC product users. The
intelligence manager, and you as an

analyst, must weigh the demands of
current production requirements against
the need to prepare for the time-critical
information needs of wartime operation.

You will soon become aware that a criti-
cal asset of Intelligence production is
your own personal knowledge. You will
also become aware of how the time
available can constrain the types of
information sources you can exploit and
the procedures you can use in analysis.
The management rules described in this
chapter will help you to maximize the
effectiveness of scarce time, person-
nel, and information resources in intelli-
gence praduction.




(Emphasis added)

Strategic intelligence is that knowledge which is required 